
[PL #24258] Re: Notice ID: 22-28153818Unauthorized Use / [TR #165... https://lists.planet-lab.org/mailman/private/support-community/2008-Fe...

1 of 8 6/30/2008 12:20 AM

[PL #24258] Re: Notice ID: 22-28153818Unauthorized Use / [TR
#1652705] PlanetLab node(s) down: caltech
bob at caltech.edu via RT support at planet-lab.org 
Fri Feb 29 15:51:18 EST 2008

Previous message: [PL #24258] Re: Notice ID: 22-28153818Unauthorized Use / [TR #1652705] PlanetLab node(s) down: caltech
Next message: [PL #24265] Vendez vos objets sur http://www.vente-enchere.net
Messages sorted by: [ date ] [ thread ] [ subject ] [ author ]

Email Recipients (see http://www.planet-lab.org/Support)
       Owner: Nobody
       Requestor: bob at caltech.edu
       Ticket Ccs: Adam.cochran at caltech.edu, davidwei at acm.org, lachlan.andrew at gmail.com, llp at cs.princeton.e

==================================================

Nope. It's all resolved, thanks.

bob

On Fri, Feb 29, 2008 at 03:48:45PM -0500 or thereabouts, Stephen Soltesz via RT wrote:
> Email Recipients (see http://www.planet-lab.org/Support)
>        Owner: Nobody
>        Requestor: bob at caltech.edu
>        Ticket Ccs: Adam.cochran at caltech.edu, davidwei at acm.org, lachlan.andrew at gmail.com, llp at cs.princeton
> 
> ==================================================
> 
> Hello, Bob,
> 
> I see that the machines are back on line.
> 
> Therefore, do you consider this matter resolved?  Do you require us to take any 
> additional action?
> 
> Thank you,
> Stephen.
> 
> bob at caltech.edu via RT wrote:
> > Email Recipients (see http://www.planet-lab.org/Support)
> >        Requestor: bob at caltech.edu
> >        Ticket Ccs: Adam.cochran at caltech.edu, davidwei at acm.org, lachlan.andrew at gmail.com, llp at cs.princet
> > 
> > ==================================================
> > 
> > Thu Feb 28 18:08:58 2008: Request 24258 was acted upon.
> > Transaction: Ticket created by bob at caltech.edu
> > 
> > Subject: Re: Notice ID: 22-28153818Unauthorized Use / [TR #1652705] PlanetLab node(s) down: caltech
> > 
> > Thanks everyone. The Caltech lawyers have ordered it unblocked and I have
> > just done that.
> > 
> > bob
> > 
> > On Thu, Feb 28, 2008 at 11:30:00AM -0800 or thereabouts, Lachlan Andrew wrote:
> >> Greetings all,
> >>
> >> We have been having an problem with PlanetLab1.  For those who haven't
> >> been Cc'd on all emails, here is a recap:
> >>
> >> 1. On 28 Jan, BayTSP (on behalf of Paramount) claimed to have found
> >> copyright material "Cloverfield.CAM.Jek.DivX-THS.avi" being send by
> >> bittorrent from PlanetLab1.  As a result, Caltech blocked access at
> >> the border routers
> >>
> >> 3. PlanetLab attributed this to the  umass_bittorrent  experiment.
> >> The UMass PIs said that no copyright data was being transferred.
> >> (Apparently the PlanetLab team tried to send the email below to
> >> Caltech, but the Caltech team don't have record of receiving the
> >> notification.)
> >>
> >> 4. Larry Peterson says that BayTSP has agreed to whitelist PlanetLab,
> >> and that BayTSP understand that this was a false-positive.
> >>
> >> 5. I have looked at the logs, and see no sign of hacking.  The machine
> >> has always had its boot-CD in place.  So far, I have left all
> >> management of these nodes to PlanetLab, but I could start checking
> >> logs regularly if that is required.
> >>
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> >>
> >>
> >> Moving forward:
> >> Prof. Peterson, could you please let Adam Cochrane know who at BayTSP
> >> can confirm that these addresses are whitelisted?
> >>
> >> Stephen S., I can temporarily boot the machine using Knoppix so that
> >> you can check the logs.  Please call me (626 395 8820) for the ip
> >> address, username and password.
> >>
> >> David, are you still actively using PlanetLab?
> >>
> >> Steven L., would you like to stay involved in the project even if
> >> David is finished, so that JK and future students can use it?
> >>
> >> Cheers,
> >> Lachlan
> >>
> >> On 28/02/2008, Robert S. Logan <bob at caltech.edu> wrote:
> >>> The Caltech lawyer handling this is Adam Cochran,
> >>>   adam.cochran at caltech.edu
> >>>  He is willing to consider this but wants to talk to Steven about it
> >>>  and wants someone from PlanetLab to contact him directly about the
> >>>  agreement they have made with BayTSP.
> >>>
> >>>  Please have Steven contact Adam. I suspect he will want to learn about
> >>>  the benefits to Caltech in being part of PlanetLab and how the nodes
> >>>  are managed here.
> >>>
> >>>  Do you want to pass this on the the appropriate person at PlanetLab?
> >>>  Or is there a specific person I should contact? Recall that we had
> >>>  no response to our original notification.
> >>>
> >>>  Steven and the PlanetLab should reference
> >>>   Notice ID: 22-28153818Unauthorized Use
> >>>  in their email to Adam.
> >>>
> >>>  Absent this I suspect Adam will want the other node shut down.
> >>>
> >>>  thanks
> >>>  bob
> >>>
> >>>
> >>>  On Wed, Feb 27, 2008 at 07:56:56PM -0800 or thereabouts, Robert S. Logan wrote:
> >>>  > No, no one replied to our mail to planetLab. I'll forward this to
> >>>  > the lawyers, but I expect that will need confirmation from BayTSP, which
> >>>  > may take some time.
> >>>  >
> >>>  > bob
> >>>  >
> >>>  > On Wed, Feb 27, 2008 at 07:11:41PM -0800 or thereabouts, Lachlan Andrew wrote:
> >>>  > > I'm not sure if you got this, too...
> >>>  > >
> >>>  > > Lachlan
> >>>  > >
> >>>  > > ---------- Forwarded message ----------
> >>>  > > From: Larry Peterson via RT <support at planet-lab.org>
> >>>  > > Date: 27 Feb 2008 08:06
> >>>  > > Subject: Re: [PL #24108] PlanetLab node(s) down: caltech
> >>>  > > To: undisclosed-recipients
> >>>  > >
> >>>  > >
> >>>  > > Email Recipients (see http://www.planet-lab.org/Support)
> >>>  > >        Owner: Nobody
> >>>  > >        Requestor: monitor at planet-lab.org
> >>>  > >        Ticket Ccs: tech-caltech at sites.planet-lab.org,
> >>>  > > umass_bittorrent at slices.planet-lab.org
> >>>  > >
> >>>  > >  ==================================================
> >>>  > >
> >>>  > >
> >>>  > > I can add that BayTSP has since agreed to white list PlanetLab
> >>>  > >  nodes so this doesn't happen again. It's a false positive, and
> >>>  > >  BayTSP understands this.
> >>>  > >
> >>>  > >  Larry
> >>>  > >
> >>>  > >
> >>>  > >  On Wed, Feb 27, 2008 at 10:48 AM, Stephen Soltesz via RT
> >>>  > >  <support at planet-lab.org> wrote:
> >>>  > >  > Email Recipients (see http://www.planet-lab.org/Support)
> >>>  > >  >        Owner: Nobody
> >>>  > >  >        Requestor: monitor at planet-lab.org
> >>>  > >  >        Ticket Ccs: tech-caltech at sites.planet-lab.org,
> >>>  > > umass_bittorrent at slices.planet-lab.org
> >>>  > >  >
> >>>  > >  >  ==================================================
> >>>  > >  >
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> >>>  > >  >  Hello, Lachlan,
> >>>  > >  >
> >>>  > >  >  Thank you for bringing this to our attention.
> >>>  > >  >
> >>>  > >  >  I see the email sent to support and correspondence from both our support
> >>>  > >  >  team and the researcher responsible for the umass_bittorrent experiment
> >>>  > >  >  that caused the warning.  I have CC'd him on this correspondence in case
> >>>  > >  >  there is additional information that you require from him other than his
> >>>  > >  >  original reply.  I've copied his first reply below.
> >>>  > >  >
> >>>  > >  >   From my reading of his reply, it sounds like there was no illegal
> >>>  > >  >  content transferred.
> >>>  > >  >   From my reading of your reply today, it sounds like you are not
> >>>  > >  >  satisfied with Daniel's reply.
> >>>  > >  >
> >>>  > >  >  Because the caltech machines are off line, I cannot investigate
> >>>  > >  >  further.  If you have additional evidence that contradicts his claims,
> >>>  > >  >  this would be very valuable for both us and Daniel.
> >>>  > >  >
> >>>  > >  >  Thank you,
> >>>  > >  >  Stephen.
> >>>  > >  >
> >>>  > >  >     "Dear Sir,
> >>>  > >  >
> >>>  > >  >     We are conducting experiments to monitor the evolution of the number of
> >>>  > >  >     leechers and seeds in popular swarms.  For that purpose, we run standard
> >>>  > >  >     bittorrent clients and we collect information using both the vanilla
> >>>  > >  >     Bittorrent protocol and its PEX extension.  We are also interested in
> >>>  > >  >     fine grained statistics regarding the number of chunks downloaded by
> >>>  > >  >     each peer over time.    Since this data is naturally broadcast in
> >>>  > >  >     Bittorrent by the peers, we can easily record it.  From time to time,
> >>>  > >  >     our Bittorrent client sends the gathered statistics  back to UMass,
> >>>  > >  >     using ssh connections.
> >>>  > >  >
> >>>  > >  >     Caveat: It is highly possible that we have received false IP addresses
> >>>  > >  >     from trackers and ended up trying to connect to peers that were not in
> >>>  > >  >     the Bittorrent network.  Nevertheless, our clients do not actively
> >>>  > >  >     participate in the BitTorrent swarms.  They only do handshake with peers
> >>>  > >  >     for data collecting purpose, so there should not be too much traffic in
> >>>  > >  >     any case.
> >>>  > >  >
> >>>  > >  >     In our experiment using PlanetLab and slice umass_bittorrent, no
> >>>  > >  >     copyrighted content  is being served or downloaded!
> >>>  > >  >
> >>>  > >  >     Thanks.
> >>>  > >  >
> >>>  > >  >     Best regards, Daniel"
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >  Lachlan Andrew via RT wrote:
> >>>  > >  >  > Email Recipients (see http://www.planet-lab.org/Support)
> >>>  > >  >  >        Owner: Nobody
> >>>  > >  >  >        Requestor: monitor at planet-lab.org
> >>>  > >  >  >        Ticket Ccs: tech-caltech at sites.planet-lab.org
> >>>  > >  >  >
> >>>  > >  >  > ==================================================
> >>>  > >  >  >
> >>>  > >  >  > Greetings,
> >>>  > >  >  >
> >>>  > >  >  > The node 131.215.45.71 has been blocked by Caltech because of illegal
> >>>  > >  >  > p2p file sharing activity.  (See email below which was sent to
> >>>  > >  >  > support at planet-lab.org.)
> >>>  > >  >  >
> >>>  > >  >  > Once action is taken to prevent this from happening, please let me
> >>>  > >  >  > know and I will try to get it re-activated.  I trust that our slice
> >>>  > >  >  > will not be blocked because of PlanetLab's delay in responding to the
> >>>  > >  >  > initial infringement notice.
> >>>  > >  >  >
> >>>  > >  >  > Thank you in advance,
> >>>  > >  >  > Lachlan
> >>>  > >  >  >
> >>>  > >  >  >
> >>>  > >  >  >
> >>>  > >  >  > To: support at planet-lab.org
> >>>  > >  >  > Cc: security at its.caltech.edu
> >>>  > >  >  > Subject: Re: [TR #1640376] 131.215.45.71, planlab1, blocked due to
> >>>  > >  >  > copyright complaint
> >>>  > >  >  >
> >>>  > >  >  > Hello -- Caltech received a complaint under the terms of the Digital
> >>>  > >  >  > Millennium Copyright Act today regarding a movie being shared
> >>>  > > out illegally
> >>>  > >  >  > from planlab1 using the Bittorrent protocol.  I had been planning to
> >>>  > >  >  > contact you about unusually high traffic emanating from this
> >>>  > > node, in fact.
> >>>  > >  >  >  The last time we received a DMCA complaint about filesharing from a
> >>>  > >  >  > PlanetLab node, it was assumed to be compromised.  That may be the case
> >>>  > >  >  > this time as well.  For now it's blocked at our border routers.
> >>>  > >  >  >
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> >>>  > >  >  > Pertinent sections of the original notice are below:
> >>>  > >  >  >
> >>>  > >  >  > Notice ID: 22-28153818
> >>>  > >  >  >
> >>>  > >  >  > Notice  Date: 28 Jan 2008 15:49:03 GMT
> >>>  > >  >  >
> >>>  > >  >  > California Institute of Technology
> >>>  > >  >  >
> >>>  > >  >  > Dear Sir or Madam:
> >>>  > >  >  >
> >>>  > >  >  > BayTSP, Inc. ("BayTSP") swears under penalty of perjury that Paramount
> >>>  > >  >  > Pictures Corporation ("Paramount") has authorized BayTSP to act as its
> >>>  > >  >  > non-exclusive agent for copyright infringement notification. BayTSP's
> >>>  > >  >  > search of the protocol listed below has detected infringements of
> >>>  > >  >  > Paramount's copyright interests on your IP addresses as detailed in the
> >>>  > >  >  > attached report.
> >>>  > >  >  >
> >>>  > >  >  > BayTSP has reasonable good faith belief that use of the material in the
> >>>  > >  >  > manner complained of in the attached report is not authorized by
> >>>  > >  >  > Paramount, its agents, or the law. The information provided herein is
> >>>  > >  >  > accurate to the best of our knowledge. Therefore, this letter is an
> >>>  > >  >  > official notification to effect removal of the detected infringement
> >>>  > >  >  > listed in the attached report. The attached documentation specifies the
> >>>  > >  >  > exact location of the infringement.
> >>>  > >  >  >
> >>>  > >  >  > We hereby request that you immediately remove or block access to the
> >>>  > >  >  > infringing material, as specified in the copyright laws, and insure the
> >>>  > >  >  > user refrains from using or sharing with others Paramount's materials in
> >>>  > >  >  > the future (see, 17 U.S.C. 512).
> >>>  > >  >  >
> >>>  > >  >  > Further, we believe that the entire Internet community benefits when
> >>>  > >  >  > these matters are resolved cooperatively. We urge you to take immediate
> >>>  > >  >  > action to stop this infringing activity and inform us of the results of
> >>>  > >  >  > your actions. We appreciate your efforts toward this common goal.
> >>>  > >  >  >
> >>>  > >  >  > Please respond indicating the actions you have taken to resolve this
> >>>  > >  >  > matter.
> >>>  > >  >  >
> >>>  > >  >  > Nothing in this letter shall serve as a waiver of any rights or remedies
> >>>  > >  >  > of Paramount with respect to the alleged infringement, all of which are
> >>>  > >  >  > expressly reserved.
> >>>  > >  >  >
> >>>  > >  >  > Detected Infringement Information:
> >>>  > >  >  >
> >>>  > >  >  > Notice ID:22-28153818
> >>>  > >  >  > Orginal Timestamp: 24 Jan 2008 03:07:37 GMT
> >>>  > >  >  > Asset: Cloverfield
> >>>  > >  >  > Protocol:: BitTorrent
> >>>  > >  >  > Filename::Cloverfield.CAM.Jek.DivX-THS.avi
> >>>  > >  >  > Filesize:: 504407040
> >>>  > >  >  >
> >>>  > >  >  > DNS: planlab1.cs.caltech.edu
> >>>  > >  >  > IP Address:  131.215.45.71
> >>>  > >  >  > URL:
> >>>  > >  >  > http://www.leechtorrents.com:2710/jdr81wt2664u1g6csoghbz47jwjt5cp4/announce
> >>>  > >  >  > Last Seen Date: 28 Jan 2008 08:00:02 GMT
> >>>  > >  >  >
> >>>  > >  >  > Username (if available):
> >>>  > >  >  > Cloverfield.CAM.Jek.DivX-THS.avi        504407040
> >>>  > >  >  >
> >>>  > >  >  > On 20/02/2008, Lachlan Andrew <lachlan.andrew at gmail.com> wrote:
> >>>  > >  >  >
> >>>  > >  >  >> Greetings,
> >>>  > >  >  >>
> >>>  > >  >  >>  For some reason the node in question (131.215.45.71) is failing  curl.
> >>>  > >  >  >>
> >>>  > >  >  >>  It can be pinged from within Caltech, but not from outside.  My
> >>>  > >  >  >>  current guess is that some PlanetLab activity caused the IP address to
> >>>  > >  >  >>  be blacklisted somewhere.  If you have any other suggestions, please
> >>>  > >  >  >>  let me know.
> >>>  > >  >  >>
> >>>  > >  >  >>  I apologize in advance that this will take more than a week to fix.
> >>>  > >  >  >>
> >>>  > >  >  >>  Cheers,
> >>>  > >  >  >>  Lachlan
> >>>  > >  >  >>
> >>>  > >  >  >>
> >>>  > >  >  >>  On 20/02/2008, Site Assistant via RT <monitor at planet-lab.org> wrote:
> >>>  > >  >  >>  > Email Recipients (see http://www.planet-lab.org/Support)
> >>>  > >  >  >>  >        Owner: Nobody
> >>>  > >  >  >>  >        Requestor: monitor at planet-lab.org
> >>>  > >  >  >>  >        Ticket Ccs: tech-caltech at sites.planet-lab.org
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > ==================================================
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > Hello,
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > As part of PlanetLab node monitoring, we noticed the



[PL #24258] Re: Notice ID: 22-28153818Unauthorized Use / [TR #165... https://lists.planet-lab.org/mailman/private/support-community/2008-Fe...

5 of 8 6/30/2008 12:20 AM

> >>>  > > following nodes were down at your site:
> >>>  > >  >  >>  >
> >>>  > >  >  >>  >     planlab1.cs.caltech.edu  - (21 days down)
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > We're writing because we need your help returning them to
> >>>  > > their regular operation.
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > To help, please confirm that a verison 3.0 or greater BootCD
> >>>  > > is installed in the machine.  Then, after checking that the node is
> >>>  > > properly networked, power cycle the machine.  Note that rebooting the
> >>>  > > machine may not fully resolve the problems we are seeing.  Once the
> >>>  > > machine has come back up, please visit the Comon status page to verify
> >>>  > > that your node is accessible from the network.  It may take several
> >>>  > > minutes before Comon registers your node.  Until that time, visiting
> >>>  > > the link below will return an 'Internal Server Error'.
> >>>  > >  >  >>  >
> >>>  > >  >  >>  >
> >>>  > > http://summer.cs.princeton.edu/status/tabulator.cgi?table=nodes/table_planlab1.cs.caltech.edu&limit=50
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > If the machine has booted successfully, you may check it
> >>>  > > more quickly by logging in with your site_admin account, and running:
> >>>  > >  >  >>  >
> >>>  > >  >  >>  >     sudo /usr/sbin/vps ax
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > If you have a BootCD older than 3.0, you will need to create
> >>>  > > a new BootCD and configuration file.  You can find instructions for
> >>>  > > this at the Technical Contact's Guide:
> >>>  > >  >  >>  >
> >>>  > >  >  >>  >     https://www.planet-lab.org/doc/guides/bootcdsetup
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > If after following these directions, and either logging in
> >>>  > > with your site_admin account or seeing the CoMon report of your
> >>>  > > machine, there is no need to respond to this message.  However, if
> >>>  > > there are any console messages relating to the node's failure, please
> >>>  > > report them to PlanetLab support (support at planet-lab.org) so we can
> >>>  > > help resolve the issue.   Including this message in your reply will
> >>>  > > help us coordinate our records with the actions you've taken.
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > After a week, we will disable your site's ability to create
> >>>  > > new slices.  Because this action will directly affect your site's
> >>>  > > registered PI, we will also CC the PI for help at that time.
> >>>  > >  >  >>  >
> >>>  > >  >  >>  > Thank you for your help,
> >>>  > >  >  >>  >   -- PlanetLab Central (support at planet-lab.org)
> >>>  > >  >  >>  >
> >>>  > >  >  >>  >
> >>>  > >  >  >>
> >>>  > >  >  >>
> >>>  > >  >  >>
> >>>  > >  >  >> --
> >>>  > >  >  >>  Lachlan Andrew  Dept of Computer Science, Caltech
> >>>  > >  >  >>  1200 E California Blvd, Mail Code 256-80, Pasadena CA 91125, USA
> >>>  > >  >  >>  Ph: +1 (626) 395-8820    Fax: +1 (626) 568-3603
> >>>  > >  >  >>  http://netlab.caltech.edu/~lachlan
> >>>  > >  >  >>
> >>>  > >  >  >>
> >>>  > >  >  >
> >>>  > >  >  >
> >>>  > >  >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >  Hello, Lachlan,
> >>>  > >  >
> >>>  > >  >  Thank you for bringing this to our attention.
> >>>  > >  >
> >>>  > >  >  I see the email sent to support and correspondence from both our
> >>>  > > support team and the researcher responsible for the umass_bittorrent
> >>>  > > experiment that caused the warning.  I have CC'd him on this
> >>>  > > correspondence in case there is additional information that you
> >>>  > > require from him other than his original reply.  I've copied his first
> >>>  > > reply below.
> >>>  > >  >
> >>>  > >  >  From my reading of his reply, it sounds like there was no illegal
> >>>  > > content transferred.
> >>>  > >  >  From my reading of your reply today, it sounds like you are not
> >>>  > > satisfied with Daniel's reply.
> >>>  > >  >
> >>>  > >  >  Because the caltech machines are off line, I cannot investigate
> >>>  > > further.  If you have additional evidence that contradicts his claims,
> >>>  > > this would be very valuable for both us and Daniel.
> >>>  > >  >
> >>>  > >  >  Thank you,
> >>>  > >  >  Stephen.
> >>>  > >  >
> >>>  > >  > "Dear Sir,
> >>>  > >  >
> >>>  > >  >  We are conducting experiments to monitor the evolution of the number of
> >>>  > >  >  leechers and seeds in popular swarms.  For that purpose, we run standard
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> >>>  > >  >  bittorrent clients and we collect information using both the vanilla
> >>>  > >  >  Bittorrent protocol and its PEX extension.  We are also interested in
> >>>  > >  >  fine grained statistics regarding the number of chunks downloaded by
> >>>  > >  >  each peer over time.    Since this data is naturally broadcast in
> >>>  > >  >  Bittorrent by the peers, we can easily record it.  From time to time,
> >>>  > >  >  our Bittorrent client sends the gathered statistics  back to UMass,
> >>>  > >  >  using ssh connections.
> >>>  > >  >
> >>>  > >  >  Caveat: It is highly possible that we have received false IP addresses
> >>>  > >  >  from trackers and ended up trying to connect to peers that were not in
> >>>  > >  >  the Bittorrent network.  Nevertheless, our clients do not actively
> >>>  > >  >  participate in the BitTorrent swarms.  They only do handshake with peers
> >>>  > >  >  for data collecting purpose, so there should not be too much traffic in
> >>>  > >  >  any case.
> >>>  > >  >
> >>>  > >  >  In our experiment using PlanetLab and slice umass_bittorrent, no
> >>>  > >  >  copyrighted content  is being served or downloaded!
> >>>  > >  >
> >>>  > >  >  Thanks.
> >>>  > >  >
> >>>  > >  >  Best regards, Daniel"
> >>>  > >  >
> >>>  > >  >  Lachlan Andrew via RT wrote:
> >>>  > >  >  Email Recipients (see http://www.planet-lab.org/Support)
> >>>  > >  >  Owner: Nobody
> >>>  > >  >  Requestor: monitor at planet-lab.org
> >>>  > >  >  Ticket Ccs: tech-caltech at sites.planet-lab.org
> >>>  > >  >
> >>>  > >  > ==================================================
> >>>  > >  >
> >>>  > >  > Greetings,
> >>>  > >  >
> >>>  > >  > The node 131.215.45.71 has been blocked by Caltech because of illegal
> >>>  > >  > p2p file sharing activity. (See email below which was sent to
> >>>  > >  > support at planet-lab.org.)
> >>>  > >  >
> >>>  > >  > Once action is taken to prevent this from happening, please let me
> >>>  > >  > know and I will try to get it re-activated. I trust that our slice
> >>>  > >  > will not be blocked because of PlanetLab's delay in responding to the
> >>>  > >  > initial infringement notice.
> >>>  > >  >
> >>>  > >  > Thank you in advance,
> >>>  > >  > Lachlan
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >  > To: support at planet-lab.org
> >>>  > >  > Cc: security at its.caltech.edu
> >>>  > >  > Subject: Re: [TR #1640376] 131.215.45.71, planlab1, blocked due to
> >>>  > >  > copyright complaint
> >>>  > >  >
> >>>  > >  > Hello -- Caltech received a complaint under the terms of the Digital
> >>>  > >  > Millennium Copyright Act today regarding a movie being shared out illegally
> >>>  > >  > from planlab1 using the Bittorrent protocol. I had been planning to
> >>>  > >  > contact you about unusually high traffic emanating from this node, in fact.
> >>>  > >  >  The last time we received a DMCA complaint about filesharing from a
> >>>  > >  > PlanetLab node, it was assumed to be compromised. That may be the case
> >>>  > >  > this time as well. For now it's blocked at our border routers.
> >>>  > >  >
> >>>  > >  > Pertinent sections of the original notice are below:
> >>>  > >  >
> >>>  > >  > Notice ID: 22-28153818
> >>>  > >  >
> >>>  > >  > Notice Date: 28 Jan 2008 15:49:03 GMT
> >>>  > >  >
> >>>  > >  > California Institute of Technology
> >>>  > >  >
> >>>  > >  > Dear Sir or Madam:
> >>>  > >  >
> >>>  > >  > BayTSP, Inc. ("BayTSP") swears under penalty of perjury that Paramount
> >>>  > >  > Pictures Corporation ("Paramount") has authorized BayTSP to act as its
> >>>  > >  > non-exclusive agent for copyright infringement notification. BayTSP's
> >>>  > >  > search of the protocol listed below has detected infringements of
> >>>  > >  > Paramount's copyright interests on your IP addresses as detailed in the
> >>>  > >  > attached report.
> >>>  > >  >
> >>>  > >  > BayTSP has reasonable good faith belief that use of the material in the
> >>>  > >  > manner complained of in the attached report is not authorized by
> >>>  > >  > Paramount, its agents, or the law. The information provided herein is
> >>>  > >  > accurate to the best of our knowledge. Therefore, this letter is an
> >>>  > >  > official notification to effect removal of the detected infringement
> >>>  > >  > listed in the attached report. The attached documentation specifies the
> >>>  > >  > exact location of the infringement.
> >>>  > >  >
> >>>  > >  > We hereby request that you immediately remove or block access to the
> >>>  > >  > infringing material, as specified in the copyright laws, and insure the
> >>>  > >  > user refrains from using or sharing with others Paramount's materials in
> >>>  > >  > the future (see, 17 U.S.C. 512).
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> >>>  > >  >
> >>>  > >  > Further, we believe that the entire Internet community benefits when
> >>>  > >  > these matters are resolved cooperatively. We urge you to take immediate
> >>>  > >  > action to stop this infringing activity and inform us of the results of
> >>>  > >  > your actions. We appreciate your efforts toward this common goal.
> >>>  > >  >
> >>>  > >  > Please respond indicating the actions you have taken to resolve this
> >>>  > >  > matter.
> >>>  > >  >
> >>>  > >  > Nothing in this letter shall serve as a waiver of any rights or remedies
> >>>  > >  > of Paramount with respect to the alleged infringement, all of which are
> >>>  > >  > expressly reserved.
> >>>  > >  >
> >>>  > >  > Detected Infringement Information:
> >>>  > >  >
> >>>  > >  > Notice ID:22-28153818
> >>>  > >  > Orginal Timestamp: 24 Jan 2008 03:07:37 GMT
> >>>  > >  > Asset: Cloverfield
> >>>  > >  > Protocol:: BitTorrent
> >>>  > >  > Filename::Cloverfield.CAM.Jek.DivX-THS.avi
> >>>  > >  > Filesize:: 504407040
> >>>  > >  >
> >>>  > >  > DNS: planlab1.cs.caltech.edu
> >>>  > >  > IP Address: 131.215.45.71
> >>>  > >  > URL:
> >>>  > >  > http://www.leechtorrents.com:2710/jdr81wt2664u1g6csoghbz47jwjt5cp4/announce
> >>>  > >  > Last Seen Date: 28 Jan 2008 08:00:02 GMT
> >>>  > >  >
> >>>  > >  > Username (if available):
> >>>  > >  > Cloverfield.CAM.Jek.DivX-THS.avi 504407040
> >>>  > >  >
> >>>  > >  > On 20/02/2008, Lachlan Andrew <lachlan.andrew at gmail.com> wrote:
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >  Greetings,
> >>>  > >  >
> >>>  > >  >  For some reason the node in question (131.215.45.71) is failing curl.
> >>>  > >  >
> >>>  > >  >  It can be pinged from within Caltech, but not from outside. My
> >>>  > >  >  current guess is that some PlanetLab activity caused the IP address to
> >>>  > >  >  be blacklisted somewhere. If you have any other suggestions, please
> >>>  > >  >  let me know.
> >>>  > >  >
> >>>  > >  >  I apologize in advance that this will take more than a week to fix.
> >>>  > >  >
> >>>  > >  >  Cheers,
> >>>  > >  >  Lachlan
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >  On 20/02/2008, Site Assistant via RT <monitor at planet-lab.org> wrote:
> >>>  > >  >  > Email Recipients (see http://www.planet-lab.org/Support)
> >>>  > >  >  > Owner: Nobody
> >>>  > >  >  > Requestor: monitor at planet-lab.org
> >>>  > >  >  > Ticket Ccs: tech-caltech at sites.planet-lab.org
> >>>  > >  >  >
> >>>  > >  >  > ==================================================
> >>>  > >  >  >
> >>>  > >  >  > Hello,
> >>>  > >  >  >
> >>>  > >  >  > As part of PlanetLab node monitoring, we noticed the following
> >>>  > > nodes were down at your site:
> >>>  > >  >  >
> >>>  > >  >  > planlab1.cs.caltech.edu - (21 days down)
> >>>  > >  >  >
> >>>  > >  >  > We're writing because we need your help returning them to their
> >>>  > > regular operation.
> >>>  > >  >  >
> >>>  > >  >  > To help, please confirm that a verison 3.0 or greater BootCD is
> >>>  > > installed in the machine. Then, after checking that the node is
> >>>  > > properly networked, power cycle the machine. Note that rebooting the
> >>>  > > machine may not fully resolve the problems we are seeing. Once the
> >>>  > > machine has come back up, please visit the Comon status page to verify
> >>>  > > that your node is accessible from the network. It may take several
> >>>  > > minutes before Comon registers your node. Until that time, visiting
> >>>  > > the link below will return an 'Internal Server Error'.
> >>>  > >  >  >
> >>>  > >  >  > http://summer.cs.princeton.edu/status/tabulator.cgi?table=nodes/table_planlab1.cs.caltech.edu&limit=50
> >>>  > >  >  >
> >>>  > >  >  > If the machine has booted successfully, you may check it more
> >>>  > > quickly by logging in with your site_admin account, and running:
> >>>  > >  >  >
> >>>  > >  >  > sudo /usr/sbin/vps ax
> >>>  > >  >  >
> >>>  > >  >  > If you have a BootCD older than 3.0, you will need to create a
> >>>  > > new BootCD and configuration file. You can find instructions for this
> >>>  > > at the Technical Contact's Guide:
> >>>  > >  >  >
> >>>  > >  >  > https://www.planet-lab.org/doc/guides/bootcdsetup
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> >>>  > >  >  >
> >>>  > >  >  > If after following these directions, and either logging in with
> >>>  > > your site_admin account or seeing the CoMon report of your machine,
> >>>  > > there is no need to respond to this message. However, if there are any
> >>>  > > console messages relating to the node's failure, please report them to
> >>>  > > PlanetLab support (support at planet-lab.org) so we can help resolve the
> >>>  > > issue. Including this message in your reply will help us coordinate
> >>>  > > our records with the actions you've taken.
> >>>  > >  >  >
> >>>  > >  >  > After a week, we will disable your site's ability to create new
> >>>  > > slices. Because this action will directly affect your site's
> >>>  > > registered PI, we will also CC the PI for help at that time.
> >>>  > >  >  >
> >>>  > >  >  > Thank you for your help,
> >>>  > >  >  > -- PlanetLab Central (support at planet-lab.org)
> >>>  > >  >  >
> >>>  > >  >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >  > --
> >>>  > >  >  Lachlan Andrew Dept of Computer Science, Caltech
> >>>  > >  >  1200 E California Blvd, Mail Code 256-80, Pasadena CA 91125, USA
> >>>  > >  >  Ph: +1 (626) 395-8820 Fax: +1 (626) 568-3603
> >>>  > >  >  http://netlab.caltech.edu/~lachlan
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >  >
> >>>  > >
> >>>  > > > _______________________________________________
> >>>  > >  >  PlanetLab Support Mail Reflector
> >>>  > >  >  support at planet-lab.org
> >>>  > >  >  https://lists.planet-lab.org/mailman/listinfo/support-community
> >>>  > >  >
> >>>  > >  >
> >>>  > >
> >>>  > >
> >>>  > >
> >>>  > > --
> >>>  > > Lachlan Andrew  Dept of Computer Science, Caltech
> >>>  > > 1200 E California Blvd, Mail Code 256-80, Pasadena CA 91125, USA
> >>>  > > Ph: +1 (626) 395-8820    Fax: +1 (626) 568-3603
> >>>  > > http://netlab.caltech.edu/lachlan
> >>>
> >>
> >> -- 
> >> Lachlan Andrew  Dept of Computer Science, Caltech
> >> 1200 E California Blvd, Mail Code 256-80, Pasadena CA 91125, USA
> >> Ph: +1 (626) 395-8820    Fax: +1 (626) 568-3603
> >> http://netlab.caltech.edu/lachlan
> > 
> > _______________________________________________
> > PlanetLab Support Mail Reflector
> > support at planet-lab.org
> > https://lists.planet-lab.org/mailman/listinfo/support-community
> 
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